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Introduction

Managed service providers offer 24*7 monitoring and
management services to large and small enterprises. Often
managed service providers work in conjunction with the IT
staff of an enterprise to deliver value-added services. In a
few cases, the managed service providers themselves may
be the IT operations team for the enterprise.

The term “managed service” encompasses a number of
areas of work including security management, asset and
inventory management, backup and recovery, etc. In this
document, we will focus on availability and performance
management, which is the area of management most often
associated with 24*7 monitoring. This document outlines
some of the unique challenges that managed service provider
environments pose and describes how the eG Enterprise
Suite is uniquely positioned to address these challenges.

Managed Service Provider Environments

Some of the key characteristics of managed service provider
environments are:

e Heterogeneity — A service provider may be managing
different customer sites, one on Unix, a second on Windows.
Furthermore, different types of applications may be
executing on these sites.

¢ Distribution — A managed service provider is often called
upon to manage customer sites that are geographically
distributed. The servers being managed by the service
provider may be in different locations.

¢ Include different security zones — Often, the different
networks being managed by the service provider may be
in different demilitarized zones. Each customer may have
their own private network, with firewalls separating them
from the Internet and the service provider’s network. Since
different private networks may be in place at the different
customer sites, it is likely that the same private IP address
range could be in use in different customer networks. Any
monitoring solution for managed services should be able
to handle this complexity.

Span multiple domains of control — Often, managed
service providers have to operate in environments where
there are different domains of control. For example, the
MSP may be responsible for the network and the servers,
while the applications running on these systems may be
the responsibility of the customer. In such situations, when
a problem happens, it is important to be able to demarcate
who is responsible for the problem —i.e., the MSP or the
customer?

Include various types of applications — Since they deal
with different types of customers, often in different business
areas, MSPs have to have management platforms capable
of handling heterogeneous applications — SAP, Citrix,
J2EE, .Net, etc.

Varying demands/expectancies — Different customers
may have different needs. Some customers may only want
to monitor the up/down status of servers and applications,
while others may want in-depth monitoring, proactive
alerting, and diagnosis to be done by the managed service

provider. Any monitoring solution that the managed service
provider uses must support these varying requirements.
The service provider must be able to use the monitoring
solution to set different service levels and provide the SLA
reports that demonstrate the degree of their compliance
to these service levels.

Conventional Management Frameworks

Conventional management frameworks are not designed
to handle the unique challenges posed by managed service
provider environments. Since they use SNMP for most
manager/agent communication, these frameworks often
require that the managed service providers establish virtual
private networks (VPNs) between their data center and each
customer site just for monitoring. The need for explicit
configuration of VPNs for each customer site is a key
drawback.

While some service providers deploy a management console
for each customer site being managed (a very expensive
proposition), most others use a central console that can
cover multiple customer sites. In the latter scenario, the
ability for the management console to support multiple
private networks, each with possibly overlapping IP address
spaces comes in question.

A third challenge is the licensing scheme in use. Most
monitoring solutions use module-based licensing — e.g.,
need a separate license for each and every application to
be managed. For example, a module or smart plugin is
required for managing an Oracle database, yet another
plugin is required for managing SQL server, etc. If a customer
using Oracle decides not to continue subscribing for managed
services, the MSP is left with licenses for managing Oracle
and these licenses cannot be reused for another customer
who owns Microsoft SQL server.

Furthermore, conventional management frameworks are
not known for ease of installation and configuration. Since
they include a number of legacy components and the degree
of automation is limited, these frameworks take months to
implement.

Another enormous challenge is extensibility. To offer true
value, the managed service provider should be able to easily
extend the monitoring solution rapidly to meet the unique
needs of each of their customers. To add new capabilities,
many legacy frameworks require explicit, elaborate
programming or writing SNMP agents, thereby making
extensibility a hidden cost that no one anticipated

The eG Enterprise Suite

eG Enterprise was built ground-up with managed service
provider environments in mind. Through participation in
various industry forums like the Global Managed Service
Provider Network (GMN) and the MSP Alliance, eG
Innovations has fine tuned eG Enterprise to address the
unique requirements of service providers. The table below
summarizes how eG Enterprise is uniquely positioned to
be the monitoring solution of choice for service providers.
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No. MSP Needs Support by eG Enterprise

1. | Return on investment is probably the single biggest | The eG Enterprise suite is simple to install and configure
decision criteria for an MSP. Unfortunately, this is also | (Over 80% of eG'’s clients install our products themselves
the hardest criteria to measure before deployment! Some | with eG telephonic support). Furthermore, the total cost of
of the considerations that MSPs have to take into account | consulting required to implement eG’s solution is just a
are ease of installation (are experts needed to | fraction of the product cost. In contrast, many enterprise
install/troubleshoot?, how long does it take to implement | management solutions take months to implement, and often
the solution?), amount of consulting required to | require man months of consulting (the consulting costs are
demonstrate value to the customer, and amount of on- | mostly several times the product cost!) to implement. The
going support necessary (does an expert need to be | degree of automation incorporated into eG Enterprise through
dispatched to the customer site every time there is a | its patented analysis technologies and a state of the art
problem?). Hence, an understanding of total product life | architecture (100% web-based, auto-upgradable, etc.) are
cycle cost is essential for the MSP. some of the key reasons why eG Enterprise is simple to
install and easy to implement.

2 Service level management: Most clients insist on having | €G Enterprise offers extensive reporting capabilities that
guarantees that they are getting what they are paying | can be used to document service levels being provided by
for and SLAs are the only method to document this. | MSPs. The service level reports can be automatically
MSPs require a solution that allows service levels to be | generated and emailed to clients on a daily, weekly, or
defined in various ways — network only vs. application | monthly basis.

level, etc. — and allows clients to audit the service levels
being provided to them by the MSP.

3 | Branding: Getting customer mindshare is very important | Since eG Enterprise is a completely web-based application,
to an MSP — so that they can upsell additional services | MSPs have the ability to customize the eG user interface
to customers. Most MSPs look to position themselves | (selected pages/areas only) to project their corporate identity
as “trusted advisors” of their customers. To be able to | and service positioning.

gain customer mindshare and awareness, MSPs should
have the ability to customize the monitoring solution to
project their corporate brand, logo, and service brand.

4 Pay-as-you-scale model: Most MSPs start out small | There are three different variants of eG Enterprise — Small,
and then scale their operations. The monitoring solution | Medium, and Large Enterprise products. MSPs can choose
must be priced to scale. the product that best matches their needs. While the small
enterprise product handles up to 25 servers, the medium
enterprise product has a limit of 100 servers. Beyond this
limit, the large enterprise product is required.

5 | Subscription-based monitoring support: Most MSPs | €G Enterprise has subscription management capability built-
offer monitoring as a subscription-based service. The | in. Users can be associated with subscription periods. When
monitoring solution should have support for subscription- | a user’s subscription is about to end, eG Enterprise generates
based monitoring pre-built. periodic alerts to remind users to renew their subscription.
Once a user’s subscription has expired, the user can no
longer login to the eG Enterprise console or receive alerts.

6 Flexibility in monitoring coverage: Since customer | €G Enterprise provides a central console from which different
requirements may vary, MSPs must be able to pick and | types of monitoring (e.g., up/down monitoring, basic server
choose the type of monitoring coverage they need. For | monitoring, or end to end monitoring) can be provisioned.
example, for one customer, just basic up/down monitoring | The MSP can choose the type of monitoring that is
may be sufficient. Another may just want to have their | appropriate for each customer and offer SLAs to match the
servers managed. Yet another may wish to have complete | requirement. Real-time alerts can be generated over email,
end-to-end monitoring capability. In all cases, real-time | SMS, pager, SNMP, web, etc. Alerts are generated when
alerts should be provided as and when abnormalities | problem situations are detected and also when problems
are detected. Alerts must also be provided when problem | are resolved, so users can stay informed of the status of
situations are also rectified. their infrastructure wherever they are.

-
Leading managed service providers who rely on eG Enterprise X
for their service offerings include Cistel Technology, Super-

Server, Ciber, Inc., Itex Ltd., Independent Consulting Services
Bermuda, GTL Limited, SIFY Hosting, and Reliance Infocomm.
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7 Cost-effective! The ability to amortize the cost of the | eG Enterprise provides a patented Virtual Manager capability
monitoring solution (hardware and software) across multiple | that supports this functionality. Using a central console,
customers is very important for an MSP. administrators can define personalized views for each
customer. Customers can login to the management console
over the web and see only the status of the
services/servers/applications that they have rights for. Email
and SMS alerts are also personalized — so users can only
receive alerts relating to their components. eG Enterprise
also offers administrators the ability to assign different roles
to users — so some users only have rights to view alarms,
others only to view reports, etc.

8 | Security of the data being monitored is a key | G Enterprise offers a web-based interface for users to login
requirement for customers of the MSP. and view the performance statistics and reports. The web
interface can be configured to use HTTP or HTTPS (i.e.,
SSL). In addition, users are authenticated before being
allowed access to the data.

9 Ability to support different deployment scenarios | eG Enterprise can be deployed in different configurations.
based on customer needs: While many customers of | For smaller customers, the MSP can choose to host the
the MSP may prefer to not have their own management | management console in their premises and to share the
console or database, some of the larger customers of the | console across customers. For larger or more security-
MSP may prefer to have their own console. The monitoring | conscious customers, the MSP can provision a management
solution must provide the flexibility for the MSP to address | console for each customer at their site. Since the
the requirements of both sets of customers. | management console is accessible via HTTP/HTTPS, the
MSP staff can monitor the status of the infrastructure in
either case from a remote location.

10 | Simple to implement across firewalls, no need for | eG Enterprise adopts a unique 100% web-based architecture.
VPNSs! The monitoring solution should be easy to deploy. | Not only is the user interface web-based, all the
It should not require elaborate re-configuration of firewalls | communications between the manager and the agents are
or setting up of virtual private networks between the MSP | web-based. This means that the agents can communicate
data center/NOC and the customer site. to the MSP’s management console using port 80 (if HTTP)
or 443 (if HTTPS). Since HTTP/HTTPS traffic is allowed
through most customer networks, very little configuration is
needed at the customer end to get the eG Enterprise Suite
to function. Moreover, since all the data traffic is sent over
the Internet (securely if using HTTPS), there is NO need to
set up and operate a virtual private network from every
customer location to the MSP data center/NOC.

11 | Agent-based / Agentless monitoring flexibility: The | €G Enterprise offers customers the choice of picking and
monitoring requirements may be different from one choosing which servers they want to be monitored using
customer to another. Some customers may object to | agents and which ones can be monitored without requiring
having agents on their production servers. The monitoring | agents. Thus, MSPs have complete flexibility while deploying
solution should support both agent-based and agentless | the solution at customer sites.

monitoring capability.

12 | Support for multiple private networks/duplicate IP | Since eG Enterprise was designed with MSPs in mind, the
addresses: As discussed earlier, MSPs are often called | ability to handle multiple networks with overlapping 1P
upon to manage different private networks wherein the | addresses is built into the eG architecture. eG Enterprise is
SAME private IP address may be present in different | able to distinguish between servers in different private
networks. The monitoring solution should have the ability | networks using “nick names” assigned to the agents at the
to handle such environments. time of installation. Hence, duplicate IP addresses are no
longer an issue when using eG Enterprise.

eG Innovations software will provide our customers with the ability \
to create true business services Application Fault and Performance ™

Management.

- Jeff Edelman, Ciber, Inc.
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eG Enterprise’s automatic baselining capability is key to its
ease of use. Since the software automatically learns the
norms of the target environment, it does not require a lot
of configuration. Alerts can be automatically generated as
and when any abnormality is detected. In many cases, the
monitoring solution is able to detect anomalies (e.g., a virus
attack) BEFORE the problem has become severe enough
to cause business disruption.

13 | Low maintenance overhead for the MSP: MSPs often
operate with minimal operations staff. Beside ease of
provisioning, the monitoring solution should not require
a lot of configuration or hand-holding. At the same time,
it must allow the MSP to deliver value to their customers.

Another reason for the lower cost of ownership of the eG
solution is that the eG agents are auto-upgradable from a
central location — i.e., administrators do not have to worry
about having to uninstall and redeploy or manually upgrade
each and every one of thousands of agents.

14 | Clear problem demarcation across domains: MSPs | eG Enterprises uses a unique layer model for each
often work in a multi-domain environment where they are | application which helps clearly indicate which layer(s) is
in charge of the servers and networks but they are not | responsible for a problem. A patented correlation engine
responsible for the applications running on the servers. | analyzes performance across every layer of every tier of
The customer’s application developers and IT staff | the infrastructure and helps pin-point where the cause of
manage the applications. One of the key problems for | the problem lies —i.e., Network? Database? Application?
MSPs is that they get blamed for all issues in the managed | Server? etc. This unique capability allows eG Enterprise
environment, and they often have to spend a lot of time | to offer far lower mean time to repair and results in superior
and effort in proving that the problems are not in their | performance of the managed infrastructure.

domains of responsibility. Hence, a monitoring solution
must allow the MSPs to distinguish and clearly demarcate
which layer or domain is responsible for a problem.

15 | Flexibility in licensing/deployment: MSPs often have | eG Enterprise offers unparalleled flexibility for MSPs. The
to deal with dynamic environments where the monitoring | single agent model of eG Enterprise ensures that MSPs
needs can change from time to time. For instance, a | need not have to bother with what modules they are
customer may choose to migrate their database server | procuring, what applications are being managed, what
from Oracle on Solaris to Microsoft SQL on Windows operating systems the agent licenses pertain to, etc.
2003. In another situation, a customer may decide to cut | Furthermore, they can reuse agent licenses across customer
down on the servers being outsourced for monitoring, | sites. The eG single agent is capable of monitoring over
and the MSP may have to consider whether the agent | 75 different applications including Oracle, SQL, WebLogic,
licenses procured for one customer can be reused for WebSphere, 1IS, Active Directory, etc.

other customers. Hence, licensing flexibility is a key
criterion when choosing a monitoring solution.

16 | Extensibility: Many customers have home grown/custom | The eG Integration console is a web-based plugin to the
applications or a specific brand of network devices that | eG manager that allows MSPs to quickly add new monitoring
the monitoring solution may not support out of the box. | capabilities to the eG Enterprise suite. Various options
The MSP’s operations staff should be able to easily | exist for adding new monitoring capabilities — administrators
extend the capability of the monitoring solution to handle | can incorporate new monitoring capabilities by writing
such custom requirements. The extensions should be | shell/batch scripts, using Windows perfmon, SNMP, SQL
easy to do — in a matter of minutes or hours, not months. | queries, etc. Depending on the specific requirement, the
new capabilities can be added in minutes, not days!

17 | Failproof monitoring: Customers expect an MSP to | The eG Redundant Manager allows eG Enterprise to be
proactively alert them to potential problems. If the | deployed in a redundant configuration. In this scenario, one
monitoring solution itself were to fail, MSPs will not be | of the eG managers functions as the primary manager,
able to track the status of the target infrastructure. | while a second manager is on standby to take over should
Consequently, high availability of the monitoring solution | the primary manager ever fail. This redundant configuration
is important. of eG managers allows eG Enterprise to ensure high
availability of the monitoring solution.

eG Monitoring Solutions support our managed service offerings
and have helped us in enhancing the value of our services along
with effective and efficient utilization of our resources.

- Balakrishnan Pillay, Vice President - MSP, GTL Limited
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Summary

Position Paper

This document has summarized many of the key considerations that a managed service provider needs to take into account
when considering a monitoring and management platform for their service offerings. The eG Enterprise suite with its extensive
in-built capabilities for service providers and its one of a kind universal agent licensing model offers a compelling solution that
addresses the unique needs of managed service providers. For more information, or to test drive eG Enterprise, contact the
eG Sales Team at sales@eginnovations.com.

About eG Innovations

eG Innovations, Inc. (www.eginnovations.com) is a global provider of performance monitoring and triage solutions for both virtual and
physical IT infrastructures. The company’s patented technologies provide proactive monitoring of every layer of every tier in the
infrastructure, thereby enabling rapid diagnosis and recovery in enterprise and service provider networks. By ensuring high availability
and optimum performance of mission-critical business services, eG Innovations’ solutions help enhance customers’ competitive
positioning, lower operational costs and optimize the performance of their infrastructures. The company's eG VM Monitor™ has won
several industry awards including the “Best of VMworld 2008” in the Application and Infrastructure Management category and Readers
Choice Awards from VirtualizationAdmin.com and Virtualization Journal.
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